MOPALOK
pocTtyna coTpyaHmkoB OBOY «Enatomckas WKona-nHTepHar ansi AeTeN-cCUpoT» B
NoOMeLLEHNS,
B KOTOPbIX BeAeTCS 06paboTKa NepCcoHasibHbIX AaHHbIX

1 O6wwme NoNo>KeHns

1.1 Hactoawmin nopsgok goctyna (ganee - Mopagok) cotpygHukos OFBOY
«Enatomckaa wWwkKona-uHTepHaT gns AeTteii-cMpoT» (ganee - LWIKOAA - MHTeEpHaT) B
NOMELLIEHNS, B KOTOPbIX BeAeTcA 06paboTka nepcoHaslbHbIX AaHHbIX (aanee - MAOH) B
MHPOPMaLMOHHBIX CUCTEMAax MepcoHaNbHbIX AaHHbIX (ganee - NCM4H),ycTtaHaBNBaeT
eAviHble TpeboBaHWA K AOCTYrNy COTPYAHMKOB LUKO/bI - WHTEpPHaTa B Cry>kebHble
NOMELLIEHNS B LeNsxX npegoTBpalleHnsa HapylleHns npas cyobekToB MH, o6paboTka
MAH KOTOPbIX Heo6XoAMMa /151 OKa3aHUS rocyAapCTBEHHbIX U MyHULMUMAbHbBIX YCIYT U
obecneyeHNs KagpoBom 1 ByxranTepcKon AeATe/IbHOCTU B LLIKOJIE - UHTEpPHAaTe, a TakKe B
Lensix obecnevyeHms cobnogeHnst TpebosaHU 3akoHodaTenscTBa P® B o6nactm MAH.

1.2. Hactoawwmii MNopagok pa3paboTaH B COOTBETCTBUM C YacTbio 1 «lMepeyHs
Mep, HanpaBfieHHbIX Ha obecrneyeHne BbINOMHEHUS 0083aHHOCTEN, MPeayCMOTPEHHbIX
®efepasibHbIM 3aKOHOM «O MepCcoHaNIbHbIX AaHHbLIX» U MPUHATLIMU B COOTBETCTBUU C
HUM HOPMaTUBHbIMW MPaBOBbIMW aKTamu, oreparopamui,  ABNAKOLLUMUCA
rocyfapcTBeHHbIMU NN MyHULUNA/IbHBIMA opraHamm, YyTBEPXKAEHHbIX
noctaHosneHueMm lMpaButensctBa PP ot 21 mapTta 2012 r. Ne 211, 1 Ha OCHOBaHWUN
«TpeboBaHMIA 0 3aLMTe UHDOPMAaL MW, HE COCTaBNAIOLLEN rOCYAapCTBEHHYIO TaliHy,
cofep Kalleincs B rocyapcTBeHHbIX MHPOPMaLMOHHbBIX CUCTEMAX>», YTBEPXKAEHHbIX
npmkasom ®CTIK Poccum oT 1 hespans 2013r. Ne 17, u «TUNoBbIX TPe6oBaHM MO
opraHm3aumu n obecneyeHnto PYHKLNOHNPOBaAHUS LUNGPOBaSIbHbIX
(KpunTorpadgunyecknx) cpeacTs, NpefHasHauYeHHbIX ANA 3aWnTbl MHQopMaL K, He
cofep Kalleit CBeleHMA, COCTaBNAKLLMNX roCyAapCTBEHHYHO TallHy, B Crlyyae nx
NCMosib30BaHMA AN obecrneyeHns 6e30NacHOCTM NePCOHaNIbHbIX AaHHbIX MPU NX
06paboTKe B MHPOPMALMOHHBIX CUCTEMAX MePCOHasIbHbIX AaHHbIX», YTBEPXKAEHHbIX
®CBb Poccun 21 dpeBpansa 2008 r. Ne 149/6/6-622.

1.3. KoHTponimpyemasi 30Ha (ganee - KOHTPO/Mpyemas 30Ha) - MPOCTPaHCTBO
(Tepputopus, 34aHuWe, YacTb 34aHUSA, NOMELLLEHNE), B KOTOPOM PacrofioXKeHbl CpeacTea
aBTomMatusauum n 3awntbl ICIMAH, B TOM YMc/ie aBTOMaTU3MpPOBaHHble paboyne mecta
(nanee - APM), Ha KOTopbIx BefeTca o6paboTka MNAH.

14. MepeyeHb NOMELLEHWIA, B KOTOPbIX BeAeTcs 06paboTka MAH, 1 UX rpaHnLbl
yCTaHaB/IMBaKTCA MPUKa30M AMPEeKTopa LLUKOSbI - MHTepHaTa «O6 ornpeaesieHn rpaHunL,
KOHTPO/IMPYEMOI 30HbI 1 TPeb0oBaHUI K ee 6€30NacHOCTU».

1.5. Hactoawmii Mopsagok obsizatenieH gns NPUMeEHEHUS N UCMONTHEHUST BCEMU
COTPYAHUKaMU LLKOJIbI - UHTEPHATA.
1.6. OTBeTCTBEHHOCTb 3a co6/1t0AeHME NONOXKEHNIA HacTosLero MNopsigka HecyT



COTPYAHWKN CTPYKTYPHbIX MNOApasfenieHnii LWKoMbl - UHTepHaTa, o6pabaTbiBatoLime
MAH, a Takke PYKOBOAUTENW AaHHbIX CTPYKTYPHbIX NOApa3aeneHui.

1.7. KoHTponb cobnioaeHnst TpeboBaHMiA HacTosiero Mopsiaka obecneynBaeT
OTBETCTBEHHbI 3a OpraHu3aLmo 06paboTku MAH B LLUKO/E - MHTEpHaTe.

2. Tpeb6oBaHMS K MOMELLEHNSM KOHTPOIMPYEMOWA 30HbI

2.1 BEeCKOHTPONbHbIA AOCTYN CTOPOHHUX NULL B MOMELLEHWSI KOHTPOIMPYEMOIA
30HbI A0/HKEH ObITb UCK/THOYEH.

2.2. Bce nomelleHNA KOHTPOMPYEMOW 30Hbl AO/DKHbI OblTb 060pYyAOBaHbI
OXPaHHOI cMrHanusauyuein, NTM6o NpegycMaTpmBaTb KPYr1oCyTOHHOE AEXXYPCTBO.

2.3. OrpaxatoLime KOHCTPYKLMM MOMELLEHNI A  KOHTPONMPYEMOI  30HbI
[O/DKHbI  MpeAnonaraTb  CyLIEeCTBEHHblE TPYAHOCTU A8 HapyWMTeNns Mo ux
NPeo0/IEHNIO.

24. K nomeleHnAM KOHTPONMPYEMOM 30Hbl, B KOTOPbIX YCTAHOB/IEHbI
KpunTtorpaguyeckue cpeacrsa 3awmtel MNAH (fanee - KPUNTOCPEACTBA) WU XPaHATCA
K/NoYeBble [AOKYMEHTbl K HUM, (Oanee - peXXMMHble MOMeLLeHUA), MpeabsaBisaoTCcA
YXKECTOUEHHble TpeboBaHUA MO 6e30MacHOCTW, yKa3aHHble B pa3sfenie 5 HacToAawmx
[MpaBun.

3. [JocTyn B NOMeLLLEHNS KOHTPOIMPYEMOIA 30HbI

3.L [loCcTyn NOCTOPOHHMX MNLL B MOMELLEHNSA KOHTPOMMPYEMOW 30HbI, [O/IXKEH
OCYLLIECTB/IAAETCA TO/IbKO BBUY C/Ty>Xe6HO HEOGX0AMMOCTH.
3.2 Ha MOMEHT npUCYTCTBUS  MOCTOPOHHUX /ML, B MOMELLEHUU

KOHTPO/IMPYEMOI  30Hbl, [O0/DKHbl OblTb MNPUHATbI  MepPbl MO HEAOMYLLEHMIO
03HaKOM/1IEHUS1 MOCTOPOHHMX NnL, ¢ MAH (HanpyMep: MOHUTOPbI MOBEPHYTbI B CTOPOHY
OT MOCeTUTENEN, AOKYMEHTbI yOpaHbl B CTO/, MO0 HAXOAATCS B HEMPO3PaYvYHO nanke
WU HaKpbITbl YACTbIMW IUCTamMn Bymarm).

3.3. Jonyck coTpyAHMKOB B MOMELLEHNS KOHTPO/IMPYEMOI 30HbI 0DOPMAISIETCA
nocne nognucaHusi coTpyaHuUkom O6s3aTenbcTBa O HepasrnalleHuM MHpopMauun,
cofepkallleil nepcoHasbHble aHHbIe, U MHCTPYKTaXa OTBETCTBEHHbLIM 3a OpraHM3aumto
o6paboTkn TAH B WKONe - WHTepHaTe, JIN6O OTBETCTBEHHbIM 3a obecrneyveHue
6€30MacHOCTM MNEePCOHasIbHbIX AaHHbIX MHMOPMALMOHHBLIX CUCTEM MepPCOHasIbHbIX
[JaHHbIX LLKO/bl - MHTEpHaTa.

3.4. B Hepabouee Bpems MOMeLLEHUA KOHTPOSIMPYEMOW 30HbI [OSIKHbI
CTaBUTbCA Ha oxpaHy. Mpun 3TOM BCe OKHa M ABEPU B CMEXKHbIE MOMELLEHNSA AO/MKHbI
ObITb HaAEXHO 3aKpbITbl, MaTtepuasibHble Hocutenn [MOH AO/MKHbI 6bITb y6paHbl B
3anupaemble WKaddbl (cerdbl), APM BbIK/THOUYEHBI UKW 3a6/T0KUPOBaHbI.

4. [ocTtyn B cepBepHble NOMELLEHNA KOHTPO/IMPYEMOM 30HbI

4.1. JocTyn B cepBepHble MNOMELLEHUS KOHTPONMPYEMOWM 30HbI paspeLléH
TONbKO agmMuHucTtpatopy WCIOH, oTBeTCTBEHHOMY 3a obecrieyeHue 6e30MacHOCTU
NepcoHasnbHbIX AaHHbIX MHAOPMALMOHHBLIX CUCTEM MEePCOHas/IbHbIX AAHHbIX LUKOSbI -
MHTepHaTa U OTBETCTBEHHOMY 3a OpraHm3aLmio 06paboTku MAH B LLKOJE - MHTepHaTe.

4.2. Y60opKa CcepBepHbIX MOMELWEHUIA MNPOMUCXOAUT TOMIbKO MNpU  CTPOrom
KOHTpO/1e NinL, YKa3aHHbIX B NyHKTe 4.1 HacToALwmx Npasun

4-3- CepBepHble MOMELLEHNSA KOHTPO/IMPYEMOM 30HbI B 006513aTe/lbHOM MOpsifKe
OCHaLLAeTCAa OXPaHHOW CuUrHanusauunen, CUCTEMOW BUAEOHAONOAEHUS U CUCTEMOWM
aBTOHOMHOIO NUTaHWUA CPeACTB OXPaHbl.



4-4- JocTyn B cepBepHble MOMELLEHNS KOHTPONMPYEMOK 30Hbl MOCTOPOHHUX
NN, [OMYyCKAeTcsl CTPOro Mo COr/lacoBaHMUI0 C OTBETCTBEHHbIM 3a OpPraHW3aLuio
06paboTku MNAOH B WIKO/E - UHTEpHaTe.

4.5. HaxoxxieHne B CepBepHbIX TMOMELLEHUNSAX KOHTPONMPYEMOWM  30HbI
MOCTOPOHHUX NKLL, 6€3 COMPOBOXKAAIOLLLEro He A0MYyCTUMO.

5. Tpe6oBaHUA K PEXXMUMHbIM MOMELLEHUAM

5.1 Pe>XMHble NOMeLLEHUSA BblAeNAT ¢ YHETOM PasMepoB KOHTPONMPYEMbIX
30H, pernaMeHTUPOBaHHbIX 3KCM/lyaTauMOHHOM W TeXHUYECKOM [OKyMeHTauuen K
KpuntocpeacTsaMm. NomelleHUsa A0/MKHbI UMETb MPOYHbIe BXOAHbIE ABEPU C 3aMKamW,
rapaHTUPYOLWMMN  HaaEéXHOoe 3aKpbiTe MOMeLWeHA B Hepabodee Bpems. OKHa
MOMeLLEeHWI, PacrosioXKeHHbIX Ha MepBbIX WAW MNOCMEAHUX 3TaXKax 3[4aHWi, a Takke
OKHa, HaxofsLinecsa OKOJI0 MOXXapHbIX /IeCTHWUL, WU APYrMX MECT, OTKyAa BO3MOXKHO
MPOHNKHOBEHNE B PEXVMHble TMOMELUEHNA MOCTOPOHHUX /1L, HeobxoaMMOo
obopynoBaTb  MeT//INYECKUMWN  pelléTkamMu, WA CTaBHAMMW, WU OXPaHHOM
CUrHa/IM3auven, UavM opyrumMmun cpeictsamu, MpensATCTBYHOLWMMU HEKOHTPOSIMPYEeMOMY
NMPOHNKHOBEHWIO B PEXXUMHbIE NMOMELLeHNSA.

5.2. Pa3mellieHne, creuuasibHoe 000pyJoOBaHME, OXpaHa W opraHusaums
pexxmmMa B PEXUMHbIX  MOMELLUEHUAX  AO0/DKHbI  UCKAKYUTL  BO3MOXXHOCTb
HEKOHTPO/INPYEMOrO0 MPOHUKHOBEHUS WKW MpPebbiBaHUA B HUX MOCTOPOHHUX UL, a
Takke NpocMoTpa NOCTOPOHHUMM NULLAMN BeyLLINXCA Tam paboT.

5.3. [na npefoTBpaLleHns NPOCMOTPa U3BHE PEXXMMHbIX MOMELLEHNIA UX OKHa
[I0/1>KHbI ObITb 3aLLMLEHBbI.
5.4. Pe)XMMHblE  MOMELLUEHUSS  [AO/KHbl  6bITb  OCHAlLlEHbl  OXpPaHHOM

cUrHanusauuyen, CBA3aHHOM CO CMYy)K60iM OxpaHbl 34aHUA WU OeXYPHbIM MO
opraHmsaumn. McnpaBHOCTb CUTHa/IM3aUUM MNEPUOANYECKN HEOOXOAMMO MPOBEPSTb
OTBETCTBEHHOMY 3a opraHu3aumio obpaboTkm MAH B COBMECTHO C MpefcTaBUTesleM
CNY>KObl OXpaHbl UAN AEXYPHbIM MO OpraHu3aumMm ¢ OTMETKOW B COOTBETCTBYHOLLMX
YKypHanax.

5.5. [N XpaHeHUs1  K/IOYeBbIX [OKYMEHTOB,  9KCM/yaTaUUOHHON U
TEXHMYECKOM AOKYMEHTALMWN, VHCTaNNPYIOLLMX KPUMTOCPeACTBA HOCUTENEN A0/IXKHO
6bITb NPEAYCMOTPEHO HEOO6XOAMMOE UMC/I0 HAAEXHbIX METAIINYECKMX XPaHW/IULL,
060pYy10BaHHbIX BHYTPEHHUMW 3aMKaMU C ABYMS1 SK3eMIMISApaMy KHYeld 1 KooBbIMN
3aMKamMn UM NPUCMOCOG/IEHNAMN ANs1 OMeYyaTbiBaHMS 3aMOYHbIX CKBaXXWUH. OauH
9K3EeMMMAP K/4Ya OT XpaHWIULLA [OO0/MKEH HaxoAuMTbCs Yy OTBETCTBEHHOIO 3a
opraHu3auuio 06pa6oTku MAH B LLKOSE - MHTepHaTe.

5.6. Mo oKoOHYaHMK paboyero gHS PEXXUMHOE MOMeLLeHNE N YCTaHOB/IEHHbIE B
HeM XpaHuInwa Ao/HKHbI ObITb 3aKPbIThl, XPaHUIULLA OnevaTaHbl.
S.7. Knioun oT peXXMMHbIX MOMELWEHNIA, a TakXKe KoY OT XpaHWvLWa, B

KOTOPOM HaxOASITCSl K/OUYM OT BCEX APYIMX XPaHWUINLLL, PEXVMMHOI0O MOMELLEHUs, B
orneyaTtaHHOM BUfE A0/MKHbI 6bITb CAaHbI MO/ PACMMCKY B COOTBETCTBYHOLLEM XKYpHasle
CNY>K6bl OXpaHbl UM AEXYPHOMY MO OpraHMsauun OAHOBPEMEHHO C nepeaadeil nof
OXpaHy camMmux PeXXMMHbIX NMOMeLLEeHWIA. MeyaTn, npeaHa3HaYeHHbIe A5 oneYaTbIBaHUS
XpaHWUMLL, JO/MKHbI HAXOAUTLCA Y MOMb30BaTeNeli KPUNTOCPEACTB, OTBETCTBEHHbIX 3a
3TN XpaHuUMLa.

5.8. Mpu yTpaTte K/4a OT XPaHWIWULLA UM OT BXOAHOW [ABEpPU B PEXXUMHOE
rnomeLLeHMe 3aMOK HeOOX0AMMO 3aMeHUTb UV NepesenaTh ero CeKPeT C U3roTOB/IEHVEM
K HEMY HOBbIX K/HOUel ¢ JOKYMeHTasIbHbIM 0hOpMIeHMEM. Ec/iM 3aMOK OT XpaHuUnunLa
nepeaenatb HEBO3MOXXHO, TO TaKOe XpPaHWNWLLe Heo6XoAMMO 3aMeHUTb. [opsaok
XPaHEHMS KNOUEBbIX U APYTrUX AOKYMEHTOB B XPaHWUNLLE, OT KOTOPOro yTpayeH Kritou,



[0 W3MEHEHUS1 CeKpeTa 3amMKa YCTaHaB/IMBaeT OTBETCTBEHHbIA 3a OpraHM3aumio
06paboTku MOH B LWLIKO/E - UHTEpHAaTe.

5.9. B 06bIYHbIX YCMOBUAX PEXMMHbIE MOMELLEHMS, HaxoAsWwMecss B HUX
oneyartaHHble  XpaHWUAULWA MOryT OblTb  BCKPbITbl  TOJ/IbKO  MOJIb30BaTENSAMU
KPUNTOCPEACTB MM OTBETCTBEHHbLIM 3a OpraHusauymio obpaboTtkm IMAH B LWKoNe -
nHTepHate. T[pu  0OHapy>XeHUM NPU3HAKOB, YKasblBalOWMX Ha BO3MOXHOE
HeCaHKUWOHMPOBAaHHOE MPOHUKHOBEHME B 3TWM MOMELUEHUA WM XpaHUaMLa
MOCTOPOHHMX NKL, O C/AYYMBLUEMCA [AO/DKHO OblTb  HEMEA/IEHHO  COOOLLEHO
OTBETCTBEHHOMY 3a OpraHm3aumio 06paboTku MAH B WKoONe - MHTepHate. MpunobIBLLINIA
OTBETCTBEHHbIN 3a opraHm3auuto 06paboTku MAH B WKOMNe - MHTepHaTe [AO/HKeH
OLEHNTb BO3MOXXHOCTb KOMMNPOMETaLMN XPaHALLNXCS KITHOYEBbIX N APYTUX JOKYMEHTOB,
COCTaBUTb akT U MPUHATb, NPU HEOO6XOAUMOCTU, Mepbl K IoKanusaumm nocnencTsuin
KOMMpoMeTaumm MepcoHasibHbIX AaHHbIX M K 3aMeHe CKOMMPOMEeTUPOBaHHbIX
KPUNTOK/HOYEN.

5.10. Pa3melleHME M MOHTaX KPUMTOCPEACTB, a TaKXKe [Apyroro o60pyaoBaHus,
(OYHKLVOHMPYIOLLIErO C KPUNTOCPEACTBAMMU, B PEXXMMHbIX MOMELLEHUAX A0/KHbI CBECTU
K MWUHMMYMY BO3MOXHOCTb HEKOHTPOMIMPYEMOro A0CTyna MOCTOPOHHMX NuL, K
yKa3aHHbIM cpeAcTBaM. TexHMUeckoe 06CMy>KMBaHWe TakKoro o6opyaoBaHWUS U CMeHa
KPUNTOK/HOYE OCYLLIECTBNSIOTCA B OTCYTCTBME MWL, He [AOMNYLIEHHbIX K padoTe ¢
JaHHbIMU KPUMTOCPeACTBaMMU.

5.11. Ha Bpemss OTCyTCTBUS MOJb30BaTeNie  KPUMNTOCPEACTB  yKasaHHoe
obopyfoBaHue, NpPU Ha/IMYNU TEXHUYECKOW BO3MOXXHOCTU, AO/HKHO ObITb BbIK/IHOHEHO,
OTKJ/IIOYEHO OT JIMHUW CBA3U M yb6paHO B onedvaTtbiBaeMble XpaHuauwia. B npoTnBHOM
C/lyyae No coraacoBaHMIO C OTBETCTBEHHbIM 3a opraHu3auunto 06paboTku MNAH B LLKoNe -
MHTEpHaTe HeobxoAuMO  MpeaycMOTPeTb  OpraHM3auMOHHO-TEXHUYECKUE — Mepbl,
WCK/ToYaloLLe BO3MOXXHOCTb UCMOJIb30BaHUA KPUNTOCPEACTB NOCTOPOHHUMU NNLAMMA.



